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SCHEDULE OF CHANGES

(1) Change the solicitation numbers to reflect the Procurement Contracting Office and
fiscal year.

(2) Direct Offerorsto the new listings under the DOE I1PS for future releases of
information and changes.

a Announce the " Sources Sought" notice posted to I1PS for the Small Business set-aside
effort.

b. Announce the North American Industry Classification System codes for the solicitations.

c. Postpone the release of the solicitations and the dates of the pre-proposal conferences and
site tours.

d. Post revised draft Statements of Work (November 2004).

2. The numbering of the solicitation for the Full and Open Competitive solicitation (Security
Protective For ce Services) is hereby changed from DE-RP08-03NV 14390 to DE-RP52-
05NA14390. This change reflects the change in Procurement Contracting Offices. All future
amendments and notices for the Security Protective Force Services solicitation will be posted
under the new solicitation number.

3. Likewise, the Small Business set-aside portion (Security System Services) of this solicitation
will hereafter be addressed separately under solicitation number DE-RP52-05NA 99344 (please
note that thisis a change from the number provided in Amendment 0007). All future
announcements and changes to the Security System Services solicitation will be posted under
this solicitation number. A "Sources Sought” notice has already been posted under this new
number and interested offerors must provide a Statement of Capabilities per the instructions in
the notice. (NOTE: Dueto the changesin numbering, interested Offerors must join these
mailing lists on I1PSto continue to get automatic notification of changesto the
solicitations).

4. The North American Industry Classification System codes designated for these procurements
are 561210, Facility Support Services (size standard of $30 million) for the Security System
Services, and 561612, Security Guards and Patrol Services, for the Security Protective Force
Services.

5. Dueto unforeseen delays, the publication of the solicitations, the pre-proposal
conferences and site visit tour will be postponed asfollows:

a. Publication of DE-RP52-05NA 14390 revised solicitation: December 6, 2004
Site visit and tour/Pre-proposal conference:  January 4-5, 2005

b. Publication of DE-RP52-05NA99344 solicitation: December 13, 2004
Site visit and tour/Pre-proposal conference: January 4-5, 2005

DE-RP08-03NV 14390 0008
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SCHEDULE OF CHANGES

6. The draft Statements of Work have been revised. Attached isthe revised draft SOW for the
Security Protective Force Services. The Security System Services revised draft SOW is posted
with the Sources Sought announcement under DE-RP52-05NA99344. Questions may be posted
on the respective webpages until release of the solicitations.

7. NNSA regrets any inconvenience caused by the above changes.
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DE-RP08-03NV 14390
Amendment 0008
Attachment J-1

DRAFT STATEMENT OF WORK (SOW) FOR

SECURITY PROTECTIVE FORCE SERVICES
November 2004

l. NEVADA SITE OFFICE (NSO) MISSION

The primary missions of NSO are to maintain readiness of the Nevada Test Site (NTS) to resume
the conduct of underground nuclear tests and to support stockpile stewardship operations.
Current Defense Programs missions include the conduct of subcritical experimentsinvolving the
use of Specia Nuclear Materia (SNM) designed to test the reliability and safety of our Nation’s
nuclear weapons stockpile. Future missions include programs associated with the staging/storage,
disassembly, and weapons modernization of nuclear weapons or other programs associated with
weapons quantity of SNM.

The National Nuclear Security Administration (NNSA) national weapons laboratories have
responsibility for design, development, and ensuring reliability of nuclear weapons, and
conducting research and development work related to the non-nuclear components of nuclear
weapons.

NSO is responsible for implementing operational safety and security associated with the mission
requirements. The protection strategy employed by NSO is to prevent access to nuclear explosive
devices or prevent removal of Category | and II SNM from afacility.

NSO has devel oped management and operations plans to provide adequate protective force
protection and physical system barriers commensurate with the threat contained in the DOE
Threat Guidance documents.

NSO aso administers the nuclear emergency response capability programs. The Nuclear
Emergency Team (NEST) maintains an emergency response capability to nuclear terrorism. The
Aerial Measurements System provides an aeria radiological survey and sampling capability to: (a)
respond to amajor accident involving radiation sources anywhere in the continental United States;
(b) support Nuclear Regulatory Commission (NRC) licensed facilities; and (c) conduct large
terrain radiation mapping in cooperation with the NRC around licensed facilities as a basis for
rapid assessment of radiation or other environmental accidents.

NSO has an extensive environment, safety, and health program to assure that all operations are
conducted safely without harm to the public or employees and with an acceptable environmental
impact.

NSO aso provides support to NNSA and DOE Headquarters Programs Divisions and other
federa agencies.

In summary, the currently assigned NSO missions are focused in the following areas. maintaining
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readiness to resume underground nuclear testing, stockpile stewardship operations and
management; Work-for-Others Programs,; emergency management and nonproliferation,;
environmental restoration; waste storage and disposal facilities; counter terrorism programs;
research and development and Y ucca Mountain Project (Office of Repository Devel opment)
support. Potential and/or future missions could include an increase in Homeland Security, and
DoD program missions. These missions could include projects involving SNM, joint missions
with other agencies, occasional Tonopah Test Range (TTR) support, and conventional weapons
demilitarization.

1. OVERALL SOW REQUIREMENTS

This SOW encompasses a range of Security Protective Force services to be provided for the NSO
in support of its assigned missions. Contractor tasks will be performed in accordance with this
SOW. Thefollowing items must be taken into consideration when devel oping protection
program strategies.

1. Thevulnerability of an assembled, or partially assembled, nuclear explosive device to
malevolent acts.

2. Thevulnerability of SNM, vital equipment or facilities, or sensitive matter to malevolent acts.
3. The need to fully understand the potential threats contained in the classified July 2003 DOE

Design Basis Threat Statement and apply these principles when developing site-specific
safeguards and security programs.

»

The importance of the facility to the overall Department of Energy (DOE) and NNSA mission
and costs of replacement due to acts of sabotage or other malevolent acts, the classification
level of the matter, and the impact of itsloss or compromise on national security.

5. Continuous protective services are required 24 hours per day, 365 days per year.

6. The potentia effects of a malevolent act on the health and safety of employees, the
environment, or the public.

7. The need for integration of safeguards and security interests. Thisincludes the need for
applying the principles of the NNSA mandated I ntegrated Safeguards and Security
Management (ISSM) Program.

8. Theneed for efficient and cost-effective methods for protecting the safeguards and security
interests taking into consideration applicable requirements and performance-based tests, self-
assessments and exercises.

9. Therequirement to maintain the capability for a recapture, recovery, and fresh pursuit

protection strategy for matters involving the loss or theft of SNM; strategies to counter the
use of weapons of mass destruction (nuclear, chemical, and biological); and the aspects of
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Presidential Decision Directives 39 and 62 dealing with terrorism and counter-terrorism.

10. Fuctuating mission requirements associated with the conduct of sub-critical experiments and
the presence of SNM on-site will require the Contractor to demonstrate the capability to
respond to work scope changes quickly and with a minimum disruption to their operation.

The Contractor shall fully integrate the requirements contained in this SOW in a manner that
assures a seamless structure is maintained. Thisincludes full integration of functions, roles, and
responsibilities if more than one contractor isinvolved in fulfilling the requirements of this
contract.

NSO reserves the right to modify the level of effort and enhance the technical work requirements
due to changing security requirements or methods of accomplishing security functions.

In performing the requirements under this SOW, the Contractor is responsible for coordination
with the M& O Contractors, who have assigned missions at the NTS.

1. WORK TO BE PERFORMED

The Contractor shall perform the following work:
1. PROTECTIVE FORCE MANAGEMENT AND TRAINING
A. Personne

1. Maintain Protective Force of DOE Q-cleared security personnel, who are Human
Reliability Program (HRP) certified, sufficient to provide required security services at
the NTS, North Las Vegas facilities (NLVF), and other NSO locations in accordance
with applicable requirements, under both routine and emergency conditions.

2. Provide a Protective Force trained and qualified to the DOE Security Police Officer Il
(SPO 1) level. NSO mission requires that amajority of the Protective Forceis aso
trained and qualified as Sensitive Assignment Specialists (SAS). SAS qudlified
personnel must possess an offensive response capability, which requires a higher level
of training since they are responsible for the protection of nuclear explosive devices
and SNM while in storage, transit, and/or at test/experiment locations.

3. Provide SPO |11 Specia Response Team capability to counter any attempted theft or
sabotage of nuclear explosive devices or SNM. For protection of nuclear explosives
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and certain categories of SNM a denial strategy shall be employed. In the event the
above strategies fail, a plan and capability for recapture, recovery, and pursuit is
required.

Security Posts

1.

2.

3.

Provide staff for fixed security stations and roving patrols.
Provide security escorts for personnel or materials.
Provide test event/experiment support including sweeps, roadblocks, manning

temporary security stations, operating primary and secondary alarm systems, and
operating emergency control centers.

Planning

1.

Provide operational and security analysis and planning. Develop and implement
security procedures, plans, and directives in support of specific mission
requirements.

. Prepare contingency plans for anti-nuclear demonstrations, adversary threats,

emergency response, and emergency evacuation.

. Develop, prepare, and conduct security, emergency response, and emergency

management training exercises to ensure protection of NSO facilities, property,
material and occupants under emergency conditions.

. Perform risk analyses and tasks needed to identify and counter specific

vulnerabilities including safety concerns in support of site specific activities, to
include, force on force exercises, live fire range activities, and anti-nuclear protests.
Thisisdonein an effort to provide assurance to NSO that activities which may
pose risks to health and safety have been reviewed and appropriate controls have
been established to mitigate safety concerns.

D. Property Protection

1.

2.

Provide protection of Government property.

Provide surveillance of property subject to pilferage or theft and maintain
accountability of seized Government property.
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E. Routine Activities

1. Protect security areas against unauthorized access including apprehending
unauthorized personnel or vehiclesin security controlled access areas.

2. Secure al NNSA facilities and repositories during non-working hours.

3. Process and control programmatic official and nonofficia visits and toursin
accordance with applicable requirements.

4. Furnish appropriate protective force personnel for other security-related duties
which may include multi-disciplinary support to the Nevada Intelligence Center,
protection of vital equipment during deployment, control of anti-nuclear
demonstrations, collection and destruction of classified material and other security-
related activities as directed by the Contracting Officer or Contracting Officer
Representative.

F. Special Nuclear Material (SNM)

Protect SNM within NTS boundaries or other designated areas to prevent theft,
diversion, sabotage, or other acts of violence or misuse in accordance with applicable
requirements.

G. Training

1. All armed Protective Force personnel shall be trained at the SPO |1 level prior to
being assigned to duty.

2. Provide continued training and professiona development of all Protective Force
personnel.

H. Personne Qualifications

Assign Protective Force personnel who meet the gpplicable DOE medical, physical
fitness, and firearms qualification standards, and the general qualification requirements.

1. Physica and Medical Qualifications
Protective Force personnel must be fully capable of performing duties requiring

moderate to arduous physical exertion and must be fully capable of self-defense,
tactical exercises, baton and riot control training, weaponless defense, and arrest
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techniques. They must be capable of running, lifting, and participating in rescue
operations. Asaminimum, they must meet the physical fitness and medical
qualifications set forth in 10 CFR 1046.

. Firearms Qualifications
Prior to being armed or performing armed SPO duties, and at |east semi-annually

thereafter, each armed Protective Force member will qualify by attaining a
minimum qualifying score on the courses of fire.

. Firearms

Protective Force personnel will be armed, at a minimum, with a 9mm handgun and
an auxiliary weapon (rifle) that uses 5.56mm ammunition or other authorized
firearms and ammunition. Periodically, the Protective Force personnel may be
armed with other automatic or specialty weapons. All issued weapons and
ammunition will be provided by NSO, and shall be in serviceable condition. All
on-duty weapons shall be fully loaded unless otherwise directed by NSO.

. Uniforms

All Protective Force personnel shall be supplied by the Contractor with appropriate
uniforms, which includes uniform maintenance, badges, leather gear, belts and
holsters, and insignia of rank. All Protective Force personnel shall be in uniform
while on duty, in accordance with the Contractor's established dress code. The
Contractor shall specify, with the approval of the Contracting Officer, appropriate
uniforms, badges, insignia, and attire for Protective Force personnel.

. Arsenal/Armorer

Maintain an arsena in clean and safe operating condition at the NTS training
facility. Inaddition, al arsenal and emergency equipment shall be properly stored,
protected, accounted for, and secured at all times. Provide, at a minimum, one
Armorer who is certified, as required by NNSA, to perform maintenance and
repairs on all weapons used by Protective Force personnel.

. Driver'sLicense

All Protective Force personnel assigned to duty shall have avalid driver'slicense
issued in the United States.
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M anagement, Supervision, Staff, and Administration

1. Provide management, supervision, and staffing to effectively train, operate,
supervise, administer, and manage the Protective Force in accordance with
applicable requirements and in keeping with sound business practices.

2. Maintain high standards of competency, conduct, and integrity of all assigned
personndl.

2. TECHNICAL SECURITY SYSTEMS

A. Electronic Security Systems

1.

Provide the expertise required to support the design, installation, and maintenance of
NSO security systems. Systems support includes intrusion alarms, alarm monitoring
systems, and automated access control systems at Las Vegas and the NTS and
specialized support of the Device Assembly Facility (DAF), Mobile Intruder
Reconnaissance Vehicle (MIRV), and Device Transport Vehicle (DTV), cost
estimates, Titlel, Il and 11 design packages, engineering drawings, procurement
specifications, acceptance test plans and procedures, engineering change requests, and
direct engineering support to installation and maintenance activities on supported
systems and facilities.

Install, maintain, and periodically test electronic security systems and equipment in
accordance with applicable requirements. NSO facilities and systems that are
specifically included are the security systems at the DAF; DAF public address system,
building intercom, and door keypad support; NTS security systems, Las Vegas
security systems; MIRV operations and electrical systems; DTV operations and
electronic systems; and other related activities as directed by NNSA/NSO.

Operate the electronic security systems to identified specifications by conducting
strategic and long-term program planning and testing to ensure the protection of
government property, personnel, vital equipment, unclassified facilities, classified
matter and SNM.

Provide preventative and corrective maintenance for al electronic security systems at
NTS and Las Vegas recognizing that some components and subsystems in these
electronic security systems are no longer supported by their manufactures.

Maintain an immediate onsite capability to respond to system malfunctions and
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communication failures for all on-gte systems under routine and emergency
conditions.

Coordinate with the M& O Contractor program/facilities personnel and the Security
Coordinator, as appropriate, when system design activities require support for the
development of engineering or related drawings. Provide sketches, detailed material
lists and manufacturers' data sheets as required. The M& O Contractor will provide
support for the development of engineering or related documents in accordance with
its established procedures.

Provide technical support for acquisition and installation of electronic security systems
at outlying NSO facilities as requested.

Perform all electronic security system support in a manner that is consistent with NSO
and M& O Contractor work control processes and the DOE Integrated Safety
Management (ISM) Program.

Provide recurring MIRV support for other facilities as directed by NSO.

B. Communications Security (COMSEC)

1.

2.

Provide a COM SEC and Secure Telephone Units (STU-111) Program for the M& O
Contractor in accordance with applicable requirements, including periodic assessments
and support of DOE Headquarters (HQ) inspections, STU-I11 plans, user training,
conduct of equipment and keying material inventories, maintenance of relevant records
required by the DOE/HQ Central Office of Record, including, keying materia

requests, inventories and COM SEC/CRY PTO briefings, and periodically re-key STU-
[11 units and protective force radios.

Administer a classified computer security program for the M& O Contractor in
accordance with applicable requirements and relevant Director of Central Intelligence
Directives (DCIDs) to include the following:

a Provide qualified personnel to serve as the Information System Security Site
Manager for the M& O Contractor.

b. Prepare and submit Automated Information Systems (AlS) Security Plans by the
M& O Contractors Information System Security Officers (1SSOs) to NSO;

c. Tedt, certify and coordinate classified AlS systems with the M& O Contractor.
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d. Transmit classified AlS system accreditation requests to NSO.

e. Prepareinternal self-assessments of the M& O Contractor’s classified AIS program
and submit the self-assessment report to the POC and user management.

f. Conduct training of the M& O Contractor’s ISSOs and ad hoc training of users as
requested.

g. Provide detailed technical and policy guidance to users and 1SSOsincluding
coordination with the NSO Information Security Operations Manager.

3. Administer a TEMPEST program for the M& O Contractor in accordance with
applicable requirements and relevant National Security Agency guidance and DCIDs
to include the following:

a. Appoint properly trained individual(s) as the TEMPEST Coordinator for the M& O
Contractor.

b. Provide TEMPEST anayses, memoranda, and plans as appropriate for M&O
Contractor facilities that electronically process classified information, including
Sensitive Compartmented Information Facilities and Special Access Program
Facilities.

c. Providetechnical advice and assistance to NSO and M& O Contractor facility and
program personnel as required for the planning, acquisition and installation of
electronic equipment that processes classified information.

d. Conduct assessments of facilities, including equipment, where classified
information is processed electronically and issue reports of findings and
observations.

C. Technical Surveillance Counter measures (TSCM)

1. Administer aTSCM Program for the M& O Contractor in accordance with applicable
requirements including relevant National Security Agency guidance and DCIDs to
include the following:

a Provide properly trained personnel to serve asthe TSCM Officer.

b. Coordinate audio and technical countermeasures requirements, surveys, and
corrective actions for all the M& O Contractor facilities, the NSO TSCM
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Operations Manager and the TSCM Team.

2. Provide guidance to engineering, facilities and programmatic personnel internally and
to the M& O Contractor regarding acoustic and technical security requirements for
new facilities or areas that are being upgraded to security areas, including Special
Access Program Facilities and Sensitive Compartmented Information Facilities, where
DCID apply.

3. MATERIAL, CONTROL, & ACCOUNTABILITY (MC&A)

Administer the M& O Contractor MC& A Program to ensure that nuclear material is protected,
isinits assigned location, that any authorized removal is detected, and response to anomalies
isprovided. Administration should include revising the MC& A Plan on an annua basis and/or
as changes occur and conducting periodic assessments of the MC& A Plan to ensure
compliance with applicable requirements.

4. ADMINISTRATIVE ACTIVITIES
A. Internal Personnel Security (Provide the following servicesto M& O Contractors

employees, M& O vendors and subcontractors, and NSO employees as directed by the
COR))

1. Pre-Hire and Pre-Clearance Submission Background Investigations

Verify the U.S. citizenship of al newly hired employees and conduct pre-hire and pre-
clearance background investigations.

2. New Hire In-Processing

a Prepare and present security indoctrination briefings in conjunction with General
Employee Training requirements and associated administrative tasks.

b. Provide in-processing security services.

c. Recelve and process application documents to establish a personnel security file,
and prepare security badge requests.

3. Security Clearance Justification Requests
Prepare and submit justification requests for new security clearances, increase/decrease
in level, reinstatements, and extensions to and from other DOE/NNSA offices and for

five year re-investigations. Provide liaison with NSO on Questionnaires for National
Security Position preparation, submission, and tracking.
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B. Human Reliability Program (HRP) (Provide the following servicesto M& O
Contractors employees, M& O vendors and subcontractors, and NSO employees as
directed by the COR.)

Administer the HRP in accordance with applicable requirements, including all pertinent
functions, (e.g., supervisor training, drug screening, certification and re-certification
processing and coordination) necessary to ensure compliance and provide
recommendations to NSO. Administration of the HRP includes the following:

1. Schedule HRP certification/re-certification candidates for an initial and/or annual
interview/briefing.

2. Coordinate dl HRP certification/re-certification issues for afinal determination of
suitability.

3. Coordinate any withdrawals or suspensions of individuas from the HRP,

C. Clearances
Process requests for CRY PTO (cryptographic keying material), COMSEC, and SIGMA
(classified nuclear weapons data information) access. Upon approval, ensure

administration and documentation of pre-access briefings. Retain copies for individua
personnel security files and forward to NSO.

D. Environmental, Safety, and Health

1. Conduct safety and health inspections in accordance with applicable requirements to
ensure that operations are conducted in a safe manner.

2. Provide environmental oversight required to meet federal, state, and DOE/NNSA
standards.

3. Integrate safety into management and work practices, in accordance with the DOE
ISM System, at al levels within the organization so contract requirements are
accomplished while protecting the public, work and environment.

E. ISSM

1. Meet requirements of DOE ISSM by incorporating ISSM concepts and practices at all
levels within the organization so contract requirements are accomplished securely.

2. Provide integrated safeguards and security program management services for the
NSO, NSO contractors and NNSA’s Nuclear Weapons Laboratories, including the
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preparation and issuance of implementing policies, detailed security procedures for
employees, security plans and related documents.

F. Physical Security

1.

Protective Force

Provide to the NSO, NSO contractors and NNSA’s Nuclear Weapons Laboratories
when requested, activity reports and irregularity reports related to Protective Force
operations.

Security Plans

Prepare all required facility security plans and special security plans pertaining to NSO
facilities and provide to the M& O Contractor for concurrence prior to transmission to
NSO for fina approval.

Incident Reporting

Provide to the M& O Contractor preliminary and follow-up reports on all security
incidents related to that contract.

Inquires

Conduct, as requested by the M& O Contractor, preliminary inquires concerning
reported incidents involving misconduct on the part of M& O Contractor employees
and the theft/loss of government property.

Barriers and Key/Lock Control

Coordinate the purchase, installation, and repair of physical barriers (doors, fences,
gates, alarms, automated access control systems, etc.), security signs/notices and
security-lock hardware/keys, and maintain security lock/key control records for the
M& O Contractor.

Internal Assessments

Conduct periodic formal internal self-assessments (I1SASs) at the NLVF and NTS
facilities and annual assessments at geographically separated locations. Schedule and
scope for ISAs shall be coordinated with the M& O Contractor. Submit I SA reports to
the M& O Contractor for review and action as appropriate and validate and assess the
impact of observed deficiencies and/or instances of non-compliance with applicable
requirements.

Remote Sensing Laboratory (RSL)

Page 12 of 14



DE-RP08-03NV 14390
Amendment 0008
Attachment J-1

Ensure security requirements are met at the RSL facility to include the following:

a

Provide qualified personnel to serve as Security Representative (s) to monitor
security at the RSL facility.

Provide protective force services for specialized protection of NEST assets while
in storage or on deployment. Thisincludes classified automated data system
media

Prepare the M& O Contractor RSL Facility Security Plan, NEST Security Plan,
and other unique plans as required.

Coordinate facility security briefings to visiting groups attending conferences,
seminars, and meetings.

Coordinate incoming classified and unclassified visits with the M& O Contractor
and NSO.

Provide on-site security support for programmeatic and emergency response
deployments when requested.

Coordinate security requests for the RSL Emergency Executive Planning Team
and provide Private Motor Vehicles Registration formsto federal and contractor
employees for accessto Nellis AFB.

8. NTSandNLVF

Meet dl security requirements at the NTS and NLVF to include the following:

a

b.

Provide key control for classified areas and al M& O Contractor facilities.
Prepare specia security plans, as required.

Update darm listings, classified mailing addresses, and access lists for M&O
Contractor personnel requiring entry to special aress.

Conduct initial inquiries concerning misconduct on the part of M& O Contractor
employees and incidents involving the loss/theft of government property.

Provide qualified personnel to serve as Security Representative (S) to monitor
security at the NLVF facility only.

G. Scheduling and Oper ating Procedur es
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Establish schedule and operating procedures for approval by NSO, as follows:
1. The number and composition of Protective Force personnel for each shift.
2. Theareaof each security patrol.
3. Instructions and orders for each post and each patrol area.
4. The number and assignment of personnel to administrative and Protective Force

service positions.

H. Additional Related Services

1. Provide comprehensive Qualitative Analyses services which conform to applicable
requirements including elements of National Consensus Standards of the American
National Standards Institute.

2. Establish and execute accounting, budgeting, and payroll activities which support the
security mission.

3. Collect, manage, store, and retire records in accordance with 36 CFR 12 and other
applicable requirements.

4. Nominate a sufficient number of Derivative Classifiers/Declassifiers and Unclassified
Controlled Nuclear Information Reviewing Officials.
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